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Abstract: The recent hostilities in the East (Ukraine, Azerbaijan) 
are showing the capabilities and multitude of  the Unmanned 
Aircraft Systems (UAS), colloquially known as drones, which are 
fielded by various security forces as well as other entities. The 
proliferation and ubiquity of various sizes of UAS, their low 
detectability profile and ability to gather various information and 
intelligence in real-time, makes them a formidable tool and 
considerable adversary when applied within the secured zones. 
This study shows some of the trends in use of UAS to monitor, 
track and interdict incursions, track and predict incursion routes 
in the light of recent initiatives to deploy and develop fleets of 
medium-endurance, all-weather drones that would effectively 
patrol the frontiers of EU and some neighboring nations. The 
increased use of drones by nation states in law enforcement 
creates various conundrums with regards to privacy, decision 
making, militarization of border and overall accountability. On 
the opposite side, the proliferation of drones in the illicit uses 
enables smuggling, counter-intelligence, counter-surveillance or 
even direct action by the non-state, transnational or criminal 
enterprises. The paper presents some of the potential scenarios in 
which the drones may be used on either side of the security 
equation to develop better understanding of the threat 
environment, technological means, limitations and operational 
use.
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1. INTRODUCTION

The merging crises of 2020-2023 (migrations, pandemic, 
hostilities) have fast-tracked variety of programs aimed at 
improving stand-off surveillance and security [1]. One element of 
the renewed interest in the overall surveillance architecture is the 
use of drones as tools for long-loitering, persistence-surveillance 
platforms [2]. The use of drones on on the borders of EU has been 
operationalized since 2009 and has expanded in its scope and 
capability to encompass variety of platforms, sensor systems to 
form its own command-communication-control-computers and 
intelligence-surveillance-reconnaissance (C4ISR) component [3]. 
These activities are also overprinted on the trends observed in the 
Western Balkans, primarily in the use of multi-intelligence 
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technical means [4]  as well as increased securitization of migrants 
(Sabanija 2021)

2. DRONE CONUNDRUM

Unmanned Aerial Vehicles/Systems UAV/UAS, colloquially 
known as drones are nowadays becoming ubiquitous in all 
elements of life: on one end of the spectrum they are viewed as 
toys for entertainment and leisurely activities, whilst on the other 
end of the spectrum they veer into the particular niche for 
executing variety of specialized tasks (logistics, mapping, 
communications and military applications). The partial autonomy 
of drones provides new added value and a force multiplier in an 
advanced economy, digital landscape but also as evolving threats 
to the modern society.

Number of incidents involving the drones and general public [5] 
are expected to increase and escalate as they are deployed across 
the variety of cultural landscapes and challenge the notions of 
privacy and property [6]. The everyday use also challenges the 
notion of ethics [7], especially in police work (Heesen, Schuster 
and Arzt 2019), civil liberties (Reynolds 2019) and indoor use 
(Molina, et al. 2018). The recent use of drones to track and enforce 
COVID-19 pandemics spread and quarantining [8], manage 
borders [9] and track migrations in Southern Europe [10] have 
resulted in a considerable reevaluation of the drone deployment 
framework and practices in individual countries as well as in EU. 
The new rules regulate both the technical, legal and operational 
requirements for drone usage within the European Union and 
oblige operators of drones to register in the EU Member State 
where they have their primary place of residence or their main 
place of business. Beyond EU, there are also studies questioning 
the current U.S. doctrine and reliance on the UAS systems. The 
principal quandary is a moral dilemma whether the effectiveness of 
weaponized UAS that remove the human warfighter from the 
battlefield would lower not only the costs and risks associated with 
fighting, but the political “bar” to initiating hostilities [11] as well, 
in U.S. but also enable its allies as well as the adversaries [12].
The rapid development and availability of technological innovation 
suggests that drones will be capable of many missions currently 
performed by small aircraft and helicopters, but far cheaper, easier 
and in many cases stealthier. The proliferation of this inexpensive 
and readily available COTS technology will make the application 
for terrorist (or non-state actor) use easy to achieve and difficult to 
counter.

3. DETECTION AND COUNTERMEASURES

When discussing the utility of drone in the realm of border 
protection and wider border-related C4ISR, it is important to 
outline the potential observables and signatures that are sought in 
the way of managing migrations and countering illegal border 
crossings. The drone is not a replacement for the personnel 
deployed in the field, but it can significantly aid them in their 
situational awareness and patrolling efforts. 

3.1 DETECTION

 The principal ability to use the drone in such environment depends 
on the drone payload, endurance (length of airborne mission), 
power source (on-board or replenishable) and the desired mission 
profile (detecting visual data, collecting signals etc.). Majority of 

the uses are still in the passive information-gathering source, but 
there are also trends of active drone use to delivery kinetic 
payloads and neutralize a particular “target” [13].

The table below outlines some of the main signatures and 
observables that can be developed by using drones in the tasks of 
border security:

Table 1: Key target observables detectable via drone’s on-board 
sensors 

ENVIRONMENT VISIBLE INFRARED MICROWAVE 

LAND Groups of 
people 
Tracks 
Debris / 
garbage 

Heat 
signatures 
Vegetation 
disturbance
Soil 
disturbance

Radio 
transmissions 
Doppler 
anomalies 
Acoustic 
vibrations 

MARITIME Vessels 
Wake and 
waves 
Flotsam 

Heat 
signatures 
Top-cover 
detection 
Fuel residue 

Radio 
transmissions 
Wave 
disturbance 

Figure 1: Key target observables detectable via drone’s on-board 
sensors (original drawing)

It is often a combination of these observables that draws the 
attention of the drone’s operator / analyst or an automated target-
classification system highlighting a potential anomaly; recent 
advances in the automatic scene recognition and anomaly 
identification allows for a more rapid characterization of the 
imaged area [14].  For example, a group of would-be border 
crossers would generate multiple signatures that, when combined, 
would suggest that there is a border crossing in progress or that it 
has occurred (see Figure 1). 

The ability of drone to cover relatively large swaths of ground or to 
loiter over particular areas of interest (AOI), which have been 
identified as problematic, is an important element of the border 
surveillance matrix given its inherent size and complexities. As 
such, an important element in narrowing down the area and 
detecting personnel, incursions and even hostile drones is the 
growing ability to monitor signals and communications via 
IMEI/IMSI capture method [15]. Every electronic-transmitting 
instrument is assigned a characteristic identifier known as 
International Mobile Equipment Identifier (IMEI) and the assigned 
number is unique to every unit. Installing a passive antenna 
scanning system onto a drone, it is possible to collect International 
Mobile Subscriber Number (IMSI) and the Electronic Serial 
Number (ESN) numbers of mobile phones in that area and see who 
is in that given area. Upon registering the presence of the receiver, 
it can be cross-referenced against the directory of known units. 
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Should an unknown transmitter appear in the area, the system can 
pin-point the location using the characteristic IMEI and based on 
the signal strength of the device it is possible to find the exact 
location of the mobile phone or another transmitter (radio or 
hostile drone telemetry).

Figure 2: Elements of drone / operator IMEI-IMSI capture utilizing 
GPS, advanced real-time kinematic (RTK) corrections and air-to-
ground communications between the drone and the operator (original 
drawing with adaptations from Sundance Media Group 2022).

3.2 COUNTERMEASURES

The same technology and means can be employed in reverse by the 
groups or an individual intent on circumventing the border crossing 
protocols and any associated C4ISR / ISR activity. While there is a 
well-established array of camouflage, concealment and deception 
(CCD) tactics against ISR assets [16], the challenge in countering
drones is their unpredictability, relative invisibility and ability to
image the target from the variety of angles. Hence any CCD tactics
employed against the active ISR drone need to be adaptive and
dynamic to evade the detection or proactive in the sense of
eliminating the opposing ISR asset [17]. The best example of such
adaptive tactics can be observed from the narco-cartels operating
around the coast of Florida, USA: when the U.S. border authorities
started employing high-resolution imaging assets to spot the boats,
the boats started using a blue tarpaulin cover to camouflage
themselves; when the border authorities started using down-
looking radar to find the camouflaged boats, the cartel started using
semi-submersible crafts, and when the sonar was employed, the
cartel developed the land-route through Mexico ]18].

The most effective method to counter the employed perimeter ISR, 
appears to be the combination of extensive preparation and 
diversion [19] using a variety of adaptive tactics and institutional 
learning (in the case of trans-national criminal enterprises) to 
successfully employ drones against the other drones. An example 
of such tactic is presented in the Figure 3 below using the first-
hand information from the field.

Figure 3: Potential diversion-type scenario using variety of technical 
means to circumvent key-point security assets and enable illegal entry 
(original drawing).

3.3 LIMITATIONS

Whenever discussing the utility of drones in border security or 
counter-border scenarios, one must take into consideration 
limitations related to drone use and effectiveness. The main 
limitations are useful payload, range/endurance, weatherproofing 
and hardness. Majority of the commercially available drones are 
relatively fragile and have limited range and staying power, 
however that does not preclude them from being adapted or 
hardened as required. The availability of better batteries and more-
efficient propulsion systems has extended the drone endurance 
from 30 minutes to up to four hours or more, even during 
inclement weather. This presents a problem because the 
inexpensive and ubiquitous commercial drones can counter 
dedicated ISR drones employed at the border. It is to be expected 
that the new technologies are going to emerge and enhance the 
range and capabilities of the drones with more and more autonomy, 
further complicating the drone vs. drone encounters. The current 
air-defense and area-defense systems are still catching up in being 
able to offer a suitable and multi-role defense against the drones 
and are caught up in the infamous Arithmetic on the Frontier by 
Kipling [20], where the low-cost threat defeats the top-tier 
solution.

3.4 COUNTER-DRONE

 The current research and development landscape outlines several 
pathways towards disruption of hostile drones through the uses of 
radio frequency (RF) spoofing and jamming [21], directed energy / 
electro-magnetic (EM) directed interference [22] and susceptibility 
of on-board software and electronics to such interference [23], 
targeting the on-board communications, as well as enabling 
continuity of communications if being jammed by the drone [24] 
IMEI firmware corruption [25] and GPS spoofing [26]. Besides 
EM/RF and cyber means there are also various kinetic means of 
drone elimination [27] or capture using a net [28] or other types of 
obstructions forming a layered defence system.

4. CONCLUSIONS

The current contest between the opposing drones is confined to 
ISR / counter-ISR and diversion in which the variable technical 
capacities (and costs) are facing off in an increasingly contested 
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airspace. Specialty multi-sensor drones will continue becoming 
irreplaceable and frequently employed as ISR tools by the law 
enforcement to monitor multiple areas and secure points of entry 
along the borders. However, with commercial drones becoming 
smaller, more adept and autonomous, it is to be expected for them 
to be used to track the law enforcement themselves and possibly 
even target them as well as their drones. There are already cases 
where the commercially available and specially-adapted drones are 
used in targeted assassinations [29]. 

In the current migration-related trends, it is expected that nation 
states or collective border security entities (i.e. FRONTEX) will 
continue expanding their drone fleets and integrated C4ISR 
methods to get the best out of tracking various observables and 
targeting parameters to interdict illegal border-crossings and 
manage migration trends. The overall trend is expected to trickle 
down to even non-EU member states who are likely to implement 
drones as a tool in border management and monitoring. Given that 
there are also considerable financial interests for various trans-
national criminal organizations to sustain human smuggling and 
illegal border-crossings [30], it may be reasonable to expect 
expansion of drone use to provide real-time, tactical information 
on the deployment of security forces and ISR assets in order to 
effect a successful illegal border crossings [31]. 
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